Wartsild’s Suppliers, Business Partners and Interest Groups Privacy Notice
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WARTSILA’S SUPPLIERS, BUSINESS PARTNERS AND INTEREST GROUPS PRIVACY NOTICE

1 Purpose

Purpose of this Privacy Notice is to provide the persons communicating with Wirtsila in the role
of a supplier or other external stakeholder or interest group about processing of their personal
data. This Privacy Notice gives a general understanding of such personal data processing. How-
ever, the individual situations in which personal data is being processed may vary significantly.
Thus, all of the information provided in this Privacy Notice may not be applicable to each dif-
ferent data processing situation. If you want more detailed information in relation to how spe-
cifically your personal data is being processed, you should contact your own principal contact
person or use the contact information provided in section 13 of this Privacy Notice.

2 Data Controller

In respect of each data subject’s personal data, the controller is regarded to be the Wartsila
Group company which has a contractual relationship or other co-operation relationship with
the organisation the data subject is representing. To certain extent, Wartsila Group companies
are sharing so called global data systems, which are provided by Wartsild Corporation to the
entire group. The global data systems are jointly controlled by Wirtsild Corporation and each
individual group company processing personal data in such systems.

For the avoidance of doubt, in this Privacy Notice “Wiirtsila” shall refer to the company acting
as the data controller in each individual case, or in case of global data systems, Wartsila Corpo-
ration and the applicable local group company together.

Regardless of the applicable data controller in each situation, the data subjects can always use
their rights by contacting their own principal contact person or Wirtsild Corporation as in-
structed in section 13.

Contact address:
Hiililaiturinkuja 2
P.O.Box 1834
00080 WARTSILA
Finland

Other contact details:
E-mail: dataprotection@wartsila.com

3 Lawfulness of Processing

The grounds for processing of the personal data is either fulfilment of an agreement concluded
between a Wartsila Group company and an organisation the data subject is representing or the
legitimate interest of the data controllers. Such legitimate interests consist of e.g. managing and
developing of Wirtsila Group’s business and communications to both Wirtsild’s business part-
ners and external parties (e.g. public) and allowing application and system usage.

In some cases personal data may be used to comply with a legal obligation. Such statutory obli-
gations include e.g. reporting and audit.

Consent may also be used as a processing ground when explicitly provided, e.g. when sensitive
information may be collected.

Please notice that, even though usually the suppliers and interest groups of Wartsila Group are
legal entities and not natural persons, in order to enable certain processing activities, processing
of the personal data of the natural persons representing and working for the supplier, business
partners, and other interest group companies and potential companies is inevitable. In some
cases, interest groups may also be natural persons, such as students.
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Purpose of Processing

Maintaining supplier, business partner and interest group contact information is necessary to
enable fulfilment of contracts, organising of Wartsild’s business functions, delivery manage-
ment, co-operation and business relationship management as well as public communications.

The supplier, business partner and interest group related personal data can also be used for
evaluating and developing the business and services as well as for managing of marketing and
other communications and co-operation with Wirtsild’s business partners and other interest
groups. Personal data can also be used for marketing purposes and analysis and promotional
activities by Wartsild or its carefully selected partners.

The supplier, business partner and interest group related personal data can also be used and
analysed for Wartsild’s research and development functions in order to improve Wartsild’s prod-
ucts and services. Moreover, such personal data may also be used to evaluate needs for business
enhancement. This may include automatic analysing of the personal data. The aim of these
measures is however not related to the individual data subjects as such, but to the company or
other entity he/she is representing.

Personal data can also be used to allow use of and monitor use of data systems for purposes of
data security and user control, as well as for other purposes related to ensuring security and
rights of other persons as well as proprietary rights of Wartsila. Monitoring shall always be lim-
ited to what is specifically allowed under applicable local laws.

Furthermore, personal data can be used to ensure compliance with certain statutory obligations
e.g. record keeping, audit obligations and compliance screening obligations (prevention of
white-collar crimes and money laundering), and Wartsila policies as well as industry standards
e.g. agents, broker and distributor screenings to ensure professionalism and to prevent corrup-
tion and other white collar crime.

Personal data may also be retained for dispute resolution purposes in order to solve disputes
and to establish, exercise and defend legal claims.

Certain supplier, business partner and interest group data processing activities have been out-
sourced to carefully selected third party service provides to support Wartsild’s internal opera-
tions.

Types of Personal Data

1) Contact information, including name, title, e-mail address, reporting to, role and possible
other necessary information to enable efficient and timely contacting and communication

2) Additional information needed to efficiently manage the deliveries contact, such as content
and time schedule of the delivery etc.

3) Company/organisation contact information
4) Marketing information, e.g., campaign history

5) Related procurement projects, opportunities, meetings, and other ongoing projects or
planned projects where no contractual obligations exist yet

6) Supplier/other interest group feedback and reviews
7) Historical information of prior contacts and co-operation, e.g. meeting history, event partic-

ipation history, communications history, project and co-operation history as well as history of
information of unrealised projects (including lost RFP-process related in-formation)
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8) Monitoring data, including data related to use of websites, platform services, software and
other IT systems, camera surveillance data, physical access control data. Monitoring shall al-
ways be limited to what is specifically allowed under applicable local laws.

9) Location data collected from suppliers’ or other interest groups’ mobile devices or otherwise
subject to specific request/instruction and/or consent of the supplier/other relevant interest
group contact

10) Monitoring data and user log data including data related to use of applications, software and
other IT systems, camera surveillance data, physical access control data, user logs, IP addresses
and access control related information (including physical access to Wartsild premises)

11) Information received from publicly available sources, such as credit agencies

12) Information received from compliance and sanction screenings, some of which may be sub-
ject to specific consent of the supplier/other relevant interest group contact.

13) Dietary information may be collected in relation to event registration subject to specific re-
quest/instruction and/or consent of the supplier/other relevant interest group contact

Types of personal data may also contain some other similar and relevant contact/business in-
formation for the purposes of managing deliveries and co-operation relationship as described
in section 4.

Regular sources of information

The primary sources of information are the data subjects themselves or the companies and other
organisations they are representing. Moreover, information may also be collected from suppli-
ers’ and interest group organisations’ web pages and other public sources, such as trade register.
Information may also be collected from other reliable third parties. Location data may be col-
lected from supplier’s or other interest group person’s mobile or other device in cases where this
has specifically been requested/instructed and/or consented to collection of location data.

Data Retention

Wartsila processes the personal data actively and regularly deletes unnecessary and outdated
data when the business relationship or other communications between the data subject and
Wirtsild are active. After the relationship between the data subject and Wiértsild becomes pas-
sive, Wirtsild retains the personal data for pre-defined time periods based on Wirtsila’s genuine
needs or legislative requirements Wirtsila is subject to. The data is deleted gradually in accord-
ance with Wirtsild’s Personal Data Retention Policy. For more information regarding the reten-
tion times, you may contact Wartsild Corporation by using the contact details provided in sec-
tion 13.

Regular Data Disclosure

Personal data may be disclosed to Wirtsild Group companies for purposes compatible with the
processing purposes defined in section 4 of this privacy notice. Moreover, personal data may be
transferred to other suppliers, agents, distributors, consultants, and other service providers, as
well as to customers, some of which may be located outside of EU/EEA countries.

Data Transfers from EU/EEA
If personal data is transferred outside of the EU/EEA area, the data controller ensures that suf-
ficient level of data protection is maintained through appropriate safety measures, e.g. EU com-

mission’s model clauses. More information of such international data transfers and the applied
safeguards may be received by using the contact details provided in section 13.
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Data Security

Hard copies shall always be stored in locked-up premises. The data may be processed only by
such Wirtsild’s employees who need to have access to the manual data as a part of their duties.

Wirtsild’s IT systems apply customary authorisation processes, e.g. individual access rights and
passwords. Access is allowed only for such persons who have a legitimate need to access the
personal data.

In case of outsourced applications and data processing activities, Wartsila protects the data se-
curity by applying appropriate confidentiality and other clauses in the outsourcing agreements.

Data subject’s rights
Data subject’s right to object personal data processing

When the personal data processing is based on the data controller’s legitimate interest (only),
the data subject is entitled to object the processing of his/her personal data on grounds relating
to his/her particular situation.

Data subject may send his/her request to object the processing in accordance with section 13 of
this Privacy Notice. In this request, the data subject shall define the particular situation based
on which data subject is objecting the data processing. Wirtsild may decline the request on stat-
utory grounds.

Access to information

Data subject is entitled to obtain information of the personal data concerning him/her which
Wirtsila is processing and obtain a copy of such personal data. Request for access may be pre-
sented to Wartsild in accordance with section 13 of this privacy notice.

Right to rectification, erasure and restriction

Data subject is entitled to have any such personal data that is inaccurate, outdated, unnecessary
or contrary to the purposes of data processing corrected or erased. Requests concerning rectifi-
cation and erasure may be presented in accordance with the instructions in section 13 of this
Privacy Notice.

Data subject is also entitled to have the data controller to restrict processing of the data subject’s
personal data for example when data subject is waiting for the data controller’s answer to data
subject’s access or erasure request.

Right to lodge a complaint

If the data controller does not follow the applicable data protection regulation, a data subject is
entitled to lodge a complaint with competent data protection authority.

Using data subject’s rights

As a general rule, Wartsila does not charge the data subject for using his/her rights presented
in section 11. However, Wirtsild may, at its sole discretion,

(a) refuse to fulfil; or
(b)  charge a reasonable fee for fulfilling of

several similar consecutive requests or requests that are manifestly unfounded or excessive.
Wirtsila is also entitled to decline requests on statutory grounds.
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Contacting the Data Controller

In all questions and matters relating to personal data processing or rights of the data subject,
data subjects can contact Wartsila Corporation. Wartsila Corporation shall further communi-
cate the matter to the Wartsild entity considered as the data controller in the respective case.
Data subjects may use their rights by e-mail to dataprotection[at]wartsila.com.
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